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LEGALNOTICEDISCLAIMER

This document and the contents of all materials available from this document (the “Content”) are subject to
copyright (including patent protection) by SILVAIR, unless otherwise indicated. Copyright is not claimed as to any
part of the intellectual property owned by Bluetooth SIG, Inc. Product names andmarkings noted hereinmay be
trademarks of their respective owners. Accordingly, the Content may not be republished in anywaywithout the
prior written consent of SILVAIR. In doing so, youmay not remove or alter, or cause to be removed or altered, any
copyright, trademark, trade name, service mark, or any other proprietary notice or legend appearing on any of
the Content. Modification or use of the Content except as expressly provided herein violates SILVAIR’s
intellectual property rights. Neither title nor intellectual property rights are transferred to you by access to this
document.

The information provided in this document is provided “AS-IS” and SILVAIR specifically disclaims any and all
express, implied or statutory warranties, including the implied warranties of fitness for a particular purpose, and
of merchantability and against infringement. No person is authorized tomake anywarranty or representation on
behalf of SILVAIR concerning the performance of the described services or information. The user of the
document assumes all responsibility and liability for proper and safe handling of the goods and services. Further,
the user indemnifies SILVAIR from all claims arising from the handling or use of the goods and services. It is the
user’s responsibility to take any and all appropriate precautions with regard to electrostatic discharge and any
other technical or legal concerns. Users handling electrostatic discharge installation must have appropriate
electronics training and observe good standards of engineering practice. Except as expressly indicated in writing,
SILVAIR services are not designed for use in medical, life-saving, or life-sustaining applications or for any other
application in which the failure of the SILVAIR service could result in personal injury or death. The information
contained in this document may not be used contrary to applicable law or any purpose other than specified in the
document i.e. for a lighting control solution.

Unless otherwise specified in the writing, to the maximum extent permitted by applicable law. SILVAIR SHALL
NOT BE RESPONSIBLE OR LIABLE TO ANYBODY FOR ANY DIRECT or INDIRECT, SPECIAL, INCIDENTAL,
PUNITIVE, OR CONSEQUENTIAL DAMAGES, INCLUDING, BUTNOT LIMITED TO, LOSSOF REVENUES, LOSS
OF PROFITS OR LOSS OR INACCURACY OF DATA, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGES, OR INCURRED IN USING THIS DOCUMENT OR SILVAIR’S SERVICES AND/OR PRODUCTS.
SILVAIR’S CUMULATIVE LIABILITY FOR ANY AND ALL DAMAGES IS LIMITED TO THE AMOUNTS PAID TO
SILVAIR BY THE USER IN THE LAST 12 (TWELVE) MONTHS FOR THE PARTICULAR PRODUCTS AND/OR
SERVICES WITH RESPECT TO WHICH A CLAIM IS MADE. SILVAIR HAS AGREED WITH THE USER THAT
THESE LIMITATIONS WILL SURVIVE AND APPLY EVEN IF ANY LIMITED REMEDY SPECIFIED IN THIS
AGREEMENT IS FOUNDTOHAVE FAILEDOF ITS ESSENTIAL PURPOSE.

The parameters provided in this document may vary over time. All operating parameters, including typical
parameters, must be validated by each customer’s technical experts.

Except as expressly indicated in writing, no license, express or implied, to any intellectual property rights is
granted by this document or by any conduct of SILVAIR.

The document and information provided in this document is proprietary to SILVAIR, and unless otherwise
indicated in writing, SILVAIR reserves the right tomake any changes to the information in this document or to any
products and services at any timewithout notice.

The document as well as the rights and obligations of SILVAIR and of the user of the documentation and/or
SILVAIR’S services hereunder shall be governed by Polish regulations. The user of the document and SILVAIR
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agree to submit to the exclusive jurisdiction of, and venue in, the courts of Krakow, in any dispute arising out of or
relating to this agreement. The application of the “United Nations Convention on Contracts for the International
Sale of Goods” is hereby excluded. All required or permitted notices to Silvair under this document will bemade
in writing, make reference to this document, and be delivered by hand, or dispatched by prepaid air courier or by
registered or certified airmail, postage prepaid, addressed as follows:

SILVAIR Sp. z o.o.

ul. Jasnogórska 44

31-358 Kraków

Poland
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1. Overview

The Silvair Gateway connects Bluetoothmesh networks that have been commissioned using the Silvair

Commissioning tools to the Silvair cloud. This allows the scheduling of events and delivery of services based on

the data generated by these networks.

1.1 Functions

The Silvair Gateway enables the following functions in the Silvair web app:

● Scheduling (available by default)

○ Scheduling changes in scenes and lighting control scenarios (for example occupancy sensing,

daylight harvesting) for specific times or days.

● Energy and occupancymonitoring (additional paid service)

○ Visualizing energy use and occupancy via the Silvair web app.

○ Downloading energy and occupancy via the Silvair web app and cloud-based API.

● Remotemonitoring and control (additional paid service)

○ Low-latencymonitoring of the status of devices in the network via API.

○ Low-latency control of devices in the network via API.

● System diagnostics

○ Monitoring of the status of Bluetoothmesh networks.

○ Remote troubleshooting of networking issues.

1.2 Features

● Future-proof Linux operating system.

● Simple commissioning using the Silvair Commissioning tools.

● Automatic connection to the Silvair cloud.

● Secure provisioning with secure IDs and encrypted keys.

● High level of hardware and software security (secure boot and encrypted file system can only be accessed

with themanagement platform).

● Automatic security updates.

● Prompt releases of OS updates and fixes to vulnerabilities.

● Low-latency transfer of network, luminaire, and sensor status data to the Silvair cloud.

● Schedule caching.

● Automatic remote firmware updates.

● Display of gateway and network performancemetrics (requires the Silvair web app).

1.3 Network requirements

● Silvair Gateway uses DHCP to configure the IP address andDNS servers to resolve hostnames.

● Silvair Gateway requires the local admin to add several hosts and ports to the list of allowed hosts and

ports (for more details, see SGW-102 Silvair Gateway user guide).
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2. Technical specifications

Features and application An IoT gateway for the connection, monitoring, andmanagement of Bluetoothmesh

networks in commercial building applications via the Internet. Requires networks to have

been commissioned using the Silvar Commissioning tools. Uses a LED for status reporting.

Capacity and performance The hardware configuration allows the Silvair Gateway to process up to approximately 450

Bluetoothmesh networkmessages per second.

Project requirements One Silvair Gateway can serve approximately 200 Bluetoothmesh devices.

One Silvair Gateway serves one Area in the Project (as configured in the Silvair

Commissioning platform).

Security Secure boot with encrypted operating system

Secure communication with the Silvair Cloud over Internet (TLS)

Secure communication with devices over qualified Bluetoothmesh

Power supply 4.5–5.5 VDC, 2 A

Power over Ethernet 36–57 VDC (IEEE 802.3af)

Operating system Ubuntu Core

Processor i.MX6ULL (Y2), 32-bit ARM800MHz

Memory 512MBDDR3L SDRAM

8GB eMMC

Communication protocols Bluetoothmesh (2.4 GHz Bluetooth Low Energy)

Wi-Fi 802.11a/b/g/n/ac (2.4/5 GHz)

4G LTE Cat 1with 2G/3G (only for Cascade-500-W and Cascade-500-X gateways)

Ports 1 x RJ45 10/100 Ethernet

1 x USB 2.0 Type-A

2 x external dipole antenna, 5 dBi (only for Cascade-500-W and Cascade-500-X gateways)

Required ambient

temperature

0°C to 60°C

32°F to 140°F

Enclosure dimensions 127mm x 127mm x 30mm (5 inch x 5 inch x 1.2 inch)

Mounting position Wall or surfacemounted. As close to the geometrical center of the lighting network as

possible, but as far as possible from potential sources of interference.

Certifications

Cascade-500 FCC / ISED / CE-RED / RCM /MIC (Japan) /WPC / SUTEL /MOC& SII / IMDA /NTC / TRA /

UKCA / NCC (Nigeria) / CRA / ICASA / NCC (Taiwan) / ANATEL / CMIIT / SIRIM / ICT (Qatar)

/ NBTC /MIC (Vietnam) / KCC

Cascade-500-A FCC / ISED / CE-RED / UKCA / RCM

Cascade-500-W FCC / ISED / CE-RED / UKCA / RCM /GCF / PTCRB / AT&T

Cascade-500-X FCC / ISED / CE-RED / UKCA / RCM / In progress: PTCRB / GCF / AT&T
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3. Document revisions

Revision Date Editor Changes

2.2 4 April 2023 GM Added information about certifications.

2.1 25October 2022 GM Added information about cellular connectivity.

2.0 15 September 2022 GM, ES
Updated Technical specifications and Functions. Added Features.

Editorial changes. Implemented Template v.1.2.

1.3 26 January 2022 ES, AS Updated list of available services.

1.2 5May 2021 ES, ZZ
Added the Document revision section andmade general updates of the

document.
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Contact information

Support:

Business development:

For more information please visit:

support@silvair.com

business@silvair.com

www.silvair.com

Our offices:

Europe

ul. Jasnogórska 44

31-358, Kraków

POLAND

North America

717Market Street, Suite 100

San Francisco, CA 94103

USA
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